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06 Safeguarding children, young people and vulnerable adults' procedures
06.9 E-safety (including all electronic devices with imaging and sharing capabilities)
Online Safety
It is important that children and young people attending Be Happy receive consistent messages about the safe use of technology and can recognise and manage risks in both the real and virtual world.
Terms such as ‘e-safety’, ‘online’, ‘communication technologies’ and ‘digital technologies’ refer to fixed and mobile technologies that allow access to content and communication. These may pose risks in the following areas:
· Content – exposure to illegal, inappropriate or harmful material 
· Contact – harmful interaction with others online 
· Conduct – behaviour that increases the likelihood of harm 
Be Happy ensures a whole-setting approach to online safety in line with safeguarding duties.

ICT Equipment
· The manager ensures all devices have up-to-date antivirus and security software. 
· Tablets are only used by educators for observation, assessment, planning, and approved photographs for children’s learning journeys. 
· Tablets remain on the premises and are stored securely when not in use. 
· Staff follow all guidance linked to the setting’s systems and data protection procedures. 
· Access to devices is password protected and restricted to authorised staff. 

Internet Access
· Children never have unsupervised access to the internet. 
· The manager ensures regular e-safety risk assessments are completed and reviewed. 
· Only reputable, age-appropriate sites (e.g. CBeebies) are used. 
· Video-sharing platforms (e.g. YouTube) are not accessed due to safeguarding risks. 
· All devices used by children are positioned in clear view of staff. 
Children are supported to understand online safety through age-appropriate guidance:
· Only go online with a trusted adult 
· Be kind and keep personal information safe 
· Only access things they understand 
· Tell an adult if something causes concern 
Staff promote children’s resilience, safe relationships, and openness, ensuring children understand they can speak to a trusted adult.
Suspicious or harmful online content is reported to the Internet Watch Foundation.

Risk Reduction Strategies
· Check all apps, websites, and content before use. 
· Ensure appropriate filters and safety settings are enabled. 
· Maintain close supervision at all times. 
· Role model safe and respectful online behaviour. 
· Seek children’s permission before taking photographs, where appropriate. 
· Ensure personal data is not shared inappropriately. 
· Work with parents to understand children’s home use of technology where relevant. 

Personal Mobile Phones – Staff and Visitors
· Staff must not use personal mobile phones or internet-enabled devices during working hours. 
· Devices are switched off and securely stored. 
· Phones may only be used during breaks in designated areas following risk assessment. 
· In emergencies, phones may be used in the office with permission. 
· Staff must not take personal devices on outings. 
· Staff must never use personal devices to photograph or record children. 
Visitors and parents:
· Mobile phone use is not permitted in areas accessed by children. 
· Visitors are provided with a designated private area if phone use is necessary. 

Cameras and Videos
· Staff must not bring personal cameras or recording equipment. 
· Images are only taken on setting devices for valid purposes (learning, development, displays). 
· Children’s consent is sought where appropriate, even where parental consent exists. 
· The manager monitors all image use. 
· Written parental consent is required before any images are taken or used. 
· Images used for publicity must not identify children or compromise safeguarding. 
At events:
· Parents may only photograph their own child where permissions are in place. 
· Parents are clearly informed that images must not include other children or be shared online. 

Cyber Bullying
If staff become aware of cyber-bullying affecting a child, they:
· Discuss concerns with parents/carers 
· Provide guidance and signpost support such as the NSPCC and Childline 
· Record and respond in line with safeguarding procedures 

Use of Social Media
Staff are expected to:
· Maintain professional conduct at all times online 
· Ensure privacy settings are secure and regularly reviewed 
· Never identify or name the setting without permission 
· Maintain strict confidentiality regarding children, families, and colleagues 
Safeguarding requirements:
· Staff must never post, share, or distribute images, videos, or recordings of children from the setting on personal accounts
· Children must never be identified by name, tag, or any identifying detail in any online content. 
· Images must not be shared without explicit written parental consent and management approval, and only through authorised setting channels. 
· Even with consent, images must not include identifiable features such as uniforms, logos, or location details. 
Additional expectations:
· Do not accept parents or children as friends or contacts 
· Do not engage in personal communication with families online 
· Do not share content that could harm the reputation of the setting 
· Be aware that all online content may be permanent (e.g. screenshots) 
· Report any concerns immediately to the Designated Safeguarding Lead 
Where prior relationships exist with families, these must be declared and managed through risk assessment and clear boundaries.

Use/Distribution of Inappropriate Images
· Staff understand that distributing indecent images or grooming is a criminal offence. 
· Any concerns about staff behaviour are reported immediately and managed under safeguarding procedures (see 06.2 Allegations against staff). 

Monitoring and Review
· This policy is reviewed regularly to reflect current safeguarding guidance and technological developments. 
· Staff receive ongoing training in online safety and safeguarding. 
· All incidents are recorded and addressed in line with safeguarding procedures. 

Policy Sign-off
Signed: Megan Chandler
Role: Slough Manager
Date: 3 May 2026
Next review date -May 2027
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